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Abstract
In recent years, Plaintext-Related Image Encryption (PRIE) algorithms have been introduced,
demonstrating a commendable level of plaintext sensitivity to resist chosen plaintext attack (CPA).
However, these approaches suffer from several drawbacks, including inability to fully reconstruct the
original image, limited practical value and excessive computational demands etc..Moreover, the
exponential expansion ofmedical data necessitates the formulation ofmore secure and efficient
encryption algorithms. In this paper, firstly, a novel one-dimensional chaoticmap, designated as 1D-
SAM,which strikes an excellent balance between structural complexity and chaotic performance is
proposed. The 1D-SAMachieve a larger chaotic range and an elevated Lyapunov exponent, signifying
enhanced dynamical complexity. Subsequently, we devise a lightweightmedical image encryption
system leveraging the 1D-SAMand an innovative diffusion architecture, termed the plaintext-related
and ciphertext feedbackmechanism(PRCFM). This encryption system is a symmetric-key cryptosys-
tem, eliminating the need for transmitting supplementary data beyond the secret keys to the recipient.
Notably, the encrypted imagemaintains identical dimensions to its original counterpart and is fully
recoverable. Complete simulation experiments were conducted on a personal computer equipped
withMATLABR2021a,OSWindows 11, 2.60 GHzCPU and 16GBRAM. The experimental results
indicate that our encryption system, employing a single permutation-diffusion round, efficiently
encrypts a 512× 512 image in approximately 0.2854 seconds. Leveraging the advantages of the
PRCFM, our approach demonstrates superior plaintext sensitivity, achieving an average number of
pixels changing rate (NPCR) of 99.6051%and a unified average changed intensity (UACI) of
33.4452%. In summary, ourwork addresses key limitations of contemporary encryption frameworks,
exhibiting acceptable performance in both encryption speed and security strength.

1. Introduction

Digital image stands as a pivotalmedium for information dissemination.While transmitting sensitive data,
particularlymedical images, through public channels or entrusting their storage to third-party entities, the
absence of protectionmight lead to privacy leakage. Encryption technology holds a pivotal position in
safeguarding the security of images and has garnered significant research attention over the past few decades. For
the fact that, different from textual data, digital image possess larger data capacity and higher correlation,
especially formedical images like CT-Scan images. Furthermore, the remarkable proliferation of the smart
healthcare industry in recent times has spurred a substantial surge in the generation and transmission ofmedical
images. Consequently, the conventional encryption algorithms tailored for textual data i.e., Data Encryption
Standard(DES), Advanced Encryption Standard(AES) andRivest-Shamir-Adleman(RSA), are found to be
insufficient in delivering satisfactory encryption outcomes [1]. Consequently, the development of cryptosystems
that possess both high strength and efficiency has emerged as an increasingly pressing imperative.
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Chaotic systems possess some inherent properties like high sensitivity to initial values and complex chaotic
behaviour [2]. The realmof chaos-based cryptography, an extensively researched field, has been experimentally
demonstrated through lasers [3, 4], circuit system [5] and neural network [6] etc.. This is intimately related to
synchronisation in chaotic systems, which is used to remove chaotic backgrounds and reproduce the signal.
Algorithmically speaking, in [7], Shannon introduced themodern cryptography architecture, namely
permutation-diffusion structure.Within this structure, the permutation operation serves a pivotal role in
disrupting the spatial redundancy of images by rearranging the positions of pixels, albeit with a limitation in
altering the inherent statistical properties of pixels. Subsequently, the diffusion operation comes into play,
modifying the pixel values, thereby complementing the permutation stage and enhancing the overall security of
the cryptographic process. In virtually all chaos-based image encryption frameworks, chaotic systems are
integral components for generating pseudo-randomnumbers. Notably, high-dimensional (HD) chaotic
systems, characterized by their intricate dynamics and capacity to produce pseudo-random sequenceswith
exceptional randomness properties, have garneredwidespread adoptionwithin the realmof image encryption
[8–10]. For instance, in [8], a 2D chaotic systemwas designed and utilized for the generation of a 3Dorthogonal
Latin square, which is then employed in encryption processes. In [10], a novelmemristive hyperchaoticmodel
was introduced and rigorously analyzed. Leveraging this hyperchaoticmodel,medical images in the Internet of
Medical Things are compressed and encrypted by using 3-bit permutation, 5-bit permutation and diffusion
operation.Nevertheless, it is noteworthy that the execution time associatedwithHD systems tends to surpass
that of the Low-dimensional(LD) chaotic systems. Consequently, numerous image encryption schemes opt for
LD chaotic systems, such as ChebyshevMap [11] and Sinemap [12] to generate pseudo-randomnumbers.
However, these conventional LDmaps fall to offer larger chaotic range andmore intricate dynamical behaviors.
To reconcile the trade-off between chaotic performance and computational efficiency, numerous refined LD
chaotic systems have been devised [13–15]. In [13], a new 1D chaotic systembased on the fraction of cosine over
sine(1-DFCS) is proposed. Subsequently,, the chaotic sequences generated by 1-DFCS are employedwithin a
new sensitive function to diffuse the original images.

In general, image encryption schemes can be categorized into two groups: non-plaintext-related image
encryption(NPRIE) schemes and PRIE schemes. ForNPRIE schemes [16–18], the encryption procedure and the
generation of the keystream exhibit an independence from the original image. This implies that, regardless of the
diversity in the original images being encrypted, the encryption process and the corresponding keystream
remain unaltered. In [17], Cao et al introduced an innovative image cryposystembased on a new 2D chaotic
map. The proposed scheme incorporates two rounds plaintext-related confusion-diffusion operations. This
characteristic rendersNPRIE encryption schemes vulnerable toCPAs or differential attacks(DA). Illustratively,
the algorithms presented in [16, 17] have been cracked byDA in [19] andCPA in [20], respectively.

To resist various CPAs orDAs, PRIE encryption technologies have beenwidely studied. In PRIE schemes,
the inherent information of the original image is intricately integrated into the generation of the keystreamor
the process of encryption. Consequently, evenwhen two original imageswith subtle differences are subjected to
the cryptosystem, the resulting cipher images are completely different. This feature frustrate attempts by
adversaries to leverage CPAorDA for cryptanalysis. Inworks [15, 21, 22], enhancing plaintext sensitivity
involves utilizing the value of a previously encrypted pixel to influence the subsequent pixel’s encryption.
Specifically, [21] introduces amethodwhere the original image is initially permuted using theRubik’s cube
method, followed by a two-dimensional diffusion process. Notably, during each dimensional diffusion step, the
previously encrypted pixels from various directions contribute to encrypting the current pixel, effectively
propagating subtle alterations in the original image across the entire encrypted counterpart. In 2023, Lai et al
[22] proposed amedical image encryption scheme that incorporates a single round of permutation coupledwith
multi-directional substitution to guarantee high security. However, to attain satisfactory plaintext sensitivity,
iterative permutation-diffusion procedures are necessary, potentially compromising the encryption speed of the
system. Recognizing that permutation operations alone are insufficient in altering statistical properties,
researchers have capitalized on this feature to devise PRIE encryption algorithms [23–25]. A notable instance is
[24], where aDeoxyribonucleic acid(DNA) coding based image cryptosystem is introduced, leveraging the
peculiarity of plaintext to enhance plaintext sensitivity. This approach exploits the base count inDNA-encoded
images to generate pseudo-random sequences for permutation.However, the statistical characteristics of the
original image remain insufficiently sensitive tomodifications, allowing adversaries tomanipulate the image
without altering its statistical features, thus facilitating cryptanalytic strategies like CPAs andDAs. In [26], the
traditional permutation and diffusion operations are fused into a single integrated process and executed
simultaneously. Furthermore, a plaintext-related parameter, which is highly sensitive to the original image and
initiates the encryption of the first pixel. Thefirst encrypted pixel then sequentially secures the rest of the image.
Although this design fosters heightened plaintext sensitivity and encryption efficiency, it poses a challenge at the
receiver end, where the inability to decrypt the first pixel potentially introduces security vulnerabilities. To tackle
this security concern, researchers have innovatively conceived amultitude of encryption architectures[10,
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27–30]. Specifically, the encrypted image’s dimensions are enlarged, followed by the insertion of plaintext-
related parameters into the ciphertext. This augmented ciphertext, alongwith the accompanying parameters, is
then transmitted to the receiver. For example, in [30], Chen et al harness the statistical properties of a random
information source in thewavelet domain to develop a lightweight image encryption scheme. To strike an
optimal balance between security and speed, solely the low-frequency components undergo encryption. Upon
applying the inverse discrete wavelet transformation, the resulting ciphertext image is obtained, which is then
extended to accommodate the transmission of the plaintext-related parameter vector. However, these
technologies inevitably alter the size of the ciphertext image, thereby augmenting the bandwidth necessary for its
transmission. To ensure robust security, researchers have devised one-time-pad-like cryptosystems, leveraging
secret keys derived either directly from the original image [31, 32] or through cryptographic hash functions such
as SHA-256 [33–36], SHA-512 [37], etc.. Amedical image encryption algorithm [31] innovatively uses chaotic
system initial values, which are derived from the original image, as keys. It segments the image into blocks,
subjects them to randompermutation and diffussion through bitwise XORoperations. In [35], an optimized
random sequence scrambles pixel positions, followed by diffusion via the 3D-Lorenz system.Notably, the initial
values of the 3D-Lorenz system are derived from the plain image using SHA-256, and serve as the secret keys.
Meanwhile, [37] employs amultifaceted encryption scheme incorporating cyclic shifting, inter-bitplane XOR,
and substitution-box substitution. To bolster security, SHA-512 processes the original image to yield ultra-
sensitive output, which serves as the secret keys. And these 512-bit hashes facilitate the generation of S-boxes
through a novel algebraic technique. A pivotal limitation of one-time-pad-like schemes stems from the incessant
exchange of secret keys, consequently escalating the intricacies and expenses tied to key dissemination and
administration.Moreover, the requirement for a distinct key per image encryption undermines the feasibility of
these systems in video encryption or real-time encryption applications.

In this article, we introduce a novel one-dimensional chaoticmap, designated as 1D-SAM,which exhibits a
parsimonious structure yet harbors intricate chaotic dynamics. Thismap ismeticulously devised to achieve an
optimal equilibriumbetween encryption speed and security when deployed for image encryption tasks.
Subsequently, based on the 1D-SAM, a new plaintext-related diffusion architecture PRCFM is proposed for
medical image encryption, which addresses themajority of limitations inherent in contemporary encryption
schemes.

The remainder of this paper is organized as follows: section 2 introduces the proposed new chaotic system
1D-SAM. Section 3 expounds the image encryption system. Section 4 presents the simulation and security
analysis of the proposed encryption system. Section 5 presents the discussion of ourwork. Section 6 concludes
ourwork.

2. Proposed chaoticmap

In this section, we offer ameticulous introduction to the proposed chaotic system1D-SAM. Itsmathematical
representation is given by equation (1):

x r xsin arcsin 1n n1
2=+ ( ( )) ( )

where r is the control parameter.

2.1. Lyapunov exponent test
Adynamical system that exhibits nonlinearity, characterized by themanifestation of global boundedness within
its state space and possessing a positive Lyapunov exponent, can be rigorously classified as a chaotic system.
Notably, as evidenced by equation (1), the system fulfills the essential criterion of global boundedness.
Subsequently, to ascertain its chaotic nature further, we proceed to compute the Lyapunov exponent (LE) of this
system, alongside those of several recently introduced one-dimensional chaotic systems, utilizing equation (2).
The outcomes are then plotted infigure 1 for comparative analysis. As discernible from figure 1, when
contrastedwith the 1−DFCS [13] and 1−DCP [14], the proposed 1D-SAMexhibits a superior Lyapunov
exponent across a considerably wider range of parameter value.
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where k corresponds to the size of the generated time series f (xn).

2.2. Bifurcation analysis
The phenomenon of period-doubling bifurcation represents an alternative pathway throughwhich nonlinear
dynamical systems traverse into a chaotic regime. Figure 2 depicts the bifurcation diagrams corresponding to
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variousmaps.Notably, the analysis reveals that the 1D-SAMexhibits a notably broader range of chaotic
behavior.

2.3. 0-1 Test
The 0-1 test can be directly applied to time-series data to discernwhether a dynamical system exhibits chaotic or
non-chaotic behavior. TheK can be calculated as follows:
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Figure 1. LE analysis result of differentmaps.

Figure 2.Bifurcation diagrams of differentmaps.
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whereX represents a time series of sizeN, generated by the 1D-SAM. Specifically, with a parameter r set to 2, and
whenK approaches 1, the dynamical systemobserved to exhibit chaotic behavior. The comparative test
outcomes for the 1D-SAM, alongside the 1-DFCS, 1-DCP, and Sine functions, are presented in figure 3, which
demonstrates that 1D-SAMexhibits superior chaotic performance.

2.4. NIST SP 800-22 test
In the realmof image encryption, the level of randomness inherent in the keystream is undeniably a pivotal
determinant of the encryption system’s security. To rigorously evaluate the randomness of the outputs produced
by the 1D-SAM,we employ theNIST SP 800-22, which comprises 15 subtests. Firstly, 125, 000 binary numbers
are generated by the 1D-SAMand subsequently subjected to theNIST SP 800-22. Following this, the test results
are obtained and presented in table 1. Ameticulous analysis of these results reveals that allP− values lie within
the acceptable range of (0.01, 1), indicating that the binary numbers have successfully passed theNIST SP 800-22
randomness test. So, the binary sequences generated by the 1D-SAM successfullymeet the rigorous randomness
criteria outlined in theNIST SP 800-22 standard, rendering them suitable for the development of fast and secure
encryption systems.

3. The proposed image cryptosystem

This section delves into the proposed encryption framework, as visually represented infigure 4. The introduced
algorithm, a symmetric cryptosystem in essence, incorporates a single round of permutation-diffusion process,
which ismeticulously outlined in the subsequent paragraphs.

Figure 3.The 0-1 Test of 1D-SAM, 1-DFCS, 1-DCP and Sine.

Table 1.NIST test results of 1D−SAM.

Test index p-Value Result

Frequency 0.816 537 PASS

BlockFrequency 0.534 146 PASS

CumulativeSums 0.419 021 PASS

Runs 0.401 199 PASS

LongestRun 0.971 699 PASS

Rank 0.304 126 PASS

FFT 0.299 251 PASS

NonOverlappingTemplate 0.455 937 PASS

OverlappingTemplate 0.994 250 PASS

universal 0.137 282 PASS

ApproximateEntropy 0.455 937 PASS

RandomExcursions 0.568 055 PASS

RandomExcursionsVariant 0.602 458 PASS

Serial 0.971 699 PASS

LinearComplexity 0.494 392 PASS
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3.1. Keystream generation
To encrypt amedical imageP of dimensionsM×N, we employ the proposed 1D-SAM to generate two distinct
random sequences, denoted asX1 andX2 using differing initial values x x,0 0¢( ) and unique parameter
configurations (r1, r2), as defined in equation (7).

⎧
⎨⎩

X x x x

X x x x

1 , , ,

2 , , ,
7M

N

1 2

1 2

= ¼
= ¢ ¢ ¼ ¢

{ }
{ }

( )

And then two keystreams, S andPer, eachwith a size ofM×N, are calculated using equation (8).

⎧
⎨⎩

S k X i X j k

Per k X i X j M N k

mod 1 10 2 10 , 256 ,

mod 1 10 2 10 , 1,
8

15 15

15 15

= ´ + ´ ++
= ´ + ´ ´ + ++

( ) (⌊ ( ) ( ) ⌋ )
( ) (⌊ ( ) ( ) ⌋ )

( )

where i= 1, 2,L ,M; j= 1, 2,L ,N; k= 1, 2,L ,M×N.

3.2. Encryption prosess
Step 1:Convert themedical imageP into a one-dimensional vector P1 of length L, where L=M×N.

Step 2:Calculate a plaintext-related parameter par. Firstly, the key ke is employed to substitute thefirst pixel
of the original imageP, thereby yielding amodified image denoted as P2. Then SHA-256 accepts P2 as input,
subsequently generates a 256-bit binary hash value, denoted asH. Finally, the obtained hash valueH is processed
by equation (9) to yield the desired plaintext-related parameter par.

⎧
⎨⎩

tmp H H H

par mod tmp

1: 32 33: 64 ... 225: 256

, 256
9

= Å Å Å
=

( ) ( ) ( )
( )

( )

Step 3: Implement the proposed PRCFMonP1 to obtain a one-dimensional vector Pd, which is detailed in
algorithm1.

Algorithm1.PRCFM

Require:Aone-dimensional pixel vector P1, secret key ke, keystream S and plaintext-related parameter par.

Ensure:Diffused one-dimensional pixel vector Pd.

1: P P par1 1 1d = Å( ) ( )
2: pre P 1d= ( )
3: num mod pre ke M N1 , 1= ´ ´ +( )
4: D circshift S num,= ( )
5: for i M N2:= ´ do

6: P i mod P i D i pre, 256d = Å +( ) ( ( ) ( ) )
7: pre P id= ( )
8: end for

Step 4: Scramble the diffused one-dimensional pixel vector Pdusing the keystreamPer according to
equation (10), resulting in an encrypted one-dimensional pixel vector, labeled asC.

Figure 4.The proposed image cryptosystem.
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P i P Per i 10d d«( ) ( ( )) ( )

where i= 1, 2,L ,M×N.
Step 5:The encrypted one-dimensional pixel vectorC is transformed into an encrypted grayscale image of

dimensionsM×N.

3.3.Decryption prosess
In symmetric encryption systems, Alice and Bob share an identical secret key. Initially, Bob employs the keys to
generate the keystreamsD andPer. Subsequently, the cipher imageC is converted into a one-dimensional vector
C1, with a length of L=M×N. By executing the inverse permutation operation specified in equation (11) on
C1, the diffused one-dimensional pixel vector Pd is obtained.

⎧
⎨⎩

C i C Per i
P C

1 1
1

11
d

«
=
( ) ( ( )) ( )

where i= 1, 2,L ,M×N.
Finally, Bob performs the reverse process of PRCFMdetailed in algorithm2 onPd to restore the original

imageP.

Algorithm2.Reverse process of PRCFM

Require:Diffused one-dimensional pixel vector Pd, secret key ke and keystreamD.

Ensure:Aone-dimensional pixel vector P1.

1: pre P 1d= ( )
2: num mod pre ke M N1 , 1= ´ ´ +( )
3: D circshift D num,= ( )
4: for i M N2:= ´ do

5: P i mod P i pre D i1 256 , 256d= + - Å( ) ( ( ) ) ( )
6: pre P id= ( )
7: end for

8: P P2 1=
9: P ke2 1 =( )
10: H SHA P256 2= ( )
11: tmp H H H1: 32 33: 64 ... 225: 256= Å Å Å( ) ( ) ( )
12: par mod tmp, 256= ( )
13: P P par1 1 1d= Å( ) ( )

4. Results and analysis

In this section, a series of experiments have been conducted, with their outcomes being thoroughly analyzed and
deliberated upon, aiming to rigorously assess the performance of the proposed encryption scheme. Fourmedical
images about different body regionswith a uniform size of 512× 512were selected from the Pseudo-PHI
DICOM-Database(cancerimagingarchive.net). This images, designated as ‘IMG1’, ‘IMG2’, ‘IMG3’ and ‘IMG4’
respectively, served as test images.Without loss of generality, we arbitrarily set the secret key as x0= 0.9,
x 0.650¢ = , r1= 16.49, r2= 33.56, ke= 150 andN0= 1280. Subsequently, the test images and their
corresponding encrypted counterparts were visually presented infigure 5.

Moreover, we employ the Peak Signal-to-Noise Ratio (PSNR), which ismathematically defined in
equation (12) rigorously evaluate the encryption quality.

PSNR
MSE

dB10 log
255

12
2

= ´ ( ) ( )

where MSE P i j C i j, ,
M N i

M
j
N1

1 1
2= å å -

´ = = ( ( ) ( )) ,M andN represent the dimensions of the image,P andC are
the plaintext image and the cipher image, respectively. Table 2 presents the analysis results of PSNR values,
which exhibit lowmagnitudes, thereby conclusively demonstrating the exceptional encryption quality.

4.1. Key space
To ensure resilience against brute-force attacks, it is imperative that the encryption systempossesses a
sufficiently vast key space. In light of contemporary computing capabilities, the key space of any encryption
algorithmought to exceed 2100. Our proposed cryptosystem consists of six keys: x0ä (0, 1), x 0, 10¢ Î ( ), r1> 2,
r2> 2, ke ä [0, 255] andN0 ä [1000, 2500]. The precision of the two initial values x0, x 0¢ , as well as the two
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chaotic systemparameters r1, r2 is 10
15. The key space of our scheme could be

10 1500 256 215 4 217´ ´ >( ) , so the proposed cryptosystem can effectively resist force attack.

4.2.Histogram analysis
The histogram serves as a visual tool for elucidating the distribution pattern of pixel intensities within an image.
For an encrypted image, the randomization of pixel values leads to aflattened histogram, indicative of a uniform
distribution. This characteristic fortifies the encryption system against a broad spectrumof statistical attacks.

Figure 5.Encryption effect of our scheme.

Table 2.PSNR analysis results.

Image IMG1 IMG2 IMG3 IMG4

PSNR 5.3314 9.0316 6.5401 5.2236
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Figure 4 showcases the comparative histograms of four test images, both in their original and encrypted forms It
can be observed that all histograms corresponding to the encrypted images exhibit a uniformdistribution.

Furthermore, we incorporate theVariance of ImageHistogram (VIH) [26], as formalized in equation (13), as
a quantitativemetric to assess the degree offlatness within the image histogram

VIH h e
1

256
13

i
i

0

255
2å= -

=

( ) ( )

where hi represents the count of pixels that exhibit a specific gray level i and e M N

256
= ´ . The comparative analysis

of VIH values between the original and ciphered images is presented in table 3.Notably, theVIHoutcomes for
the encrypted images exhibit a substantial decrement in comparison to their original counterparts,
unequivocally attesting to the exceptional encryption performance and quality achieved by our proposed
algorithm.

4.3. Correlation analysis
In comparison to commonnatural images,medical images possess a heightened degree of correlation among
neighboring pixels. To ensure resilience against attacks that exploit such correlations, this strong correlation
must be completely eliminated after encryption.Herein, we utilize correlation coefficients (cc) as a rigorous
analytical tool to quantify the correlation between adjacent pixels across four cardinal directions within the
image. Themathematical formula utilized for calculating c.c. is given as follows:

r
cov x y

D x D y

,
14xy =

( )
( ) ( )

( )

cov x y
n

x E x y E y,
1

15
i

n

i i
0

å= - -
=

( ) ( ( ))( ( )) ( )

E x
n

x
1

16
i

n

i
0

å=
=

( ) ( )

In this experimental procedure, a total of n randomly sampled pairs of adjacent pixels were extracted from
the image. The ensuing test results, tabulated in table 4, convincingly demonstrate a substantial reduction in the
pronounced correlation observedwithin the original images, following the application of the encryption
algorithm. Furthermore, we plotted the pixel values of adjacent pixels on a two-dimensional plane, using one as
the horizontal coordinate and the other as the vertical coordinate. The resulting graph is depicted infigure 6.
Specifically, the upper row offigure 6 showcases the correlation analysis of the original image, analyzed in four
distinct directions, while the lower row reveals that the correlation in the encrypted images has been significantly
diminished, which approaches negligible levels.

4.4. Information entropy
Information entropy, as quantified by equation (17), serves as ametric for evaluating the degree of randomness
inherent within information sources. For an imagewith 256 gray level, upper bound for the information entropy
value is precisely 8.

Table 3.The results of VIH analysis.

Image
Original image Cipher image

IMG1 IMG2 IMG3 IMG4 IMG1 IMG2 IMG3 IMG4

VIH 8.69 × 107 9.83 × 105 1.96 × 107 8.49 × 107 1048.58 1045.74 1201.18 883.62

Table 4.The results of correlations analysis.

Image
Original image Cipher image

V H D A V H D A

IMG1 0.9522 0.9873 0.9463 0.9445 −0.0021 0.0006 −0.0036 −0.0018

IMG2 0.9927 0.9938 0.9898 0.9897 0.0003 0.0007 0.0015 0.0031

IMG3 0.9959 0.9980 0.9943 0.9939 0.0003 0.0009 0.0019 0.0009

IMG4 0.9757 0.9767 0.9659 0.9653 −0.0012 0.0002 0.0026 0.0013
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E m P m
P m

log
1

17
i

i
i0

2 1N

å=
=

-

( ) ( )
( )

( )

where P(mi) is the probability of occurrence for each grayscale valuemi, 2
N is the total number of distinct

grayscale values. Beyond assessing the overall information entropy of the entire image, we employ local
information entropy as an additionalmetric to further assess the randomness of encrypted images. Specifically,
we randomly extract 46× 46 pixel blocks from the image and independently compute the information entropy
for each of these local blocks. This approach allows us to capture the variability in randomness across different
regions of the image. As evidenced in table 5, the results of both the global information entropy and the average
local information entropy analysis, conducted on various test images, exhibit a remarkable proximity to the ideal
value.

4.5. Sensitivity analysis
To resist the powerful CPA, an image cryptosystemmust exhibit exceptional plaintext sensitivity and key
sensitivity. In this section, the number of pixels changing rate (NPCR) and the unified average changed intensity
(UACI) are used to rigorously evaluate the sensitivity performance of our scheme. Thesemetrics are formally
defined as follows:

⎧
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Figure 6.Correlation analysis result of ‘IMG1’.

Table 5.The results of information entropy analysis.

image
original image cipher image

IMG1 IMG2 IMG3 IMG4 IMG1 IMG2 IMG3 IMG4

Information entropy 3.4976 7.2993 5.8698 3.6129 7.9993 7.9994 7.9992 7.9992

Local information entropy 2.5068 5.0661 4.2708 3.3185 7.9039 7.9012 7.9002 7.9051
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4.5.1. Key sensitivity
Our encryption system incorporates six distinct (x0, x 0¢ , r1, r2, ke,N0). To thoroughly assess the sensitivity of
these keys, we conduct a rigorous analysis employing themetrics ofNPCR andUACI. The detailed process is as
follows:

Step 1:Randomly sample a representative set of keys from the predefined key space denoted
as key x x r r ke N1 , , , , ,0 0 1 2 0= ¢( )

Step 2:Throughmarginalmodifications applied to a single key, six distinct key sets were derived, each
uniquely identified as key x x r r ke N2 10 , , , , ,0

15
0 1 2 0= + ¢-( ), key x x r r ke N3 , 10 , , , ,0 0

15
1 2 0= ¢ + -( ),

key x x r r ke N4 , , 10 , , ,0 0 1
15

2 0= ¢ + -( ), key x x r r ke N5 , , , 10 , ,0 0 1 2
15

0= ¢ + -( ),
key x x r r ke N6 , , , , 1,0 0 1 2 0= ¢ +( ) and key x x r r ke N7 , , , , , 10 0 1 2 0= ¢ +( ).

Step 3:Weemploy the seven distinct key sets to encrypt the test image to generate the corresponding
ciphertext images.

Step 4:Utilizing equation (18), we obtain the values ofNPCR andUACI for various key configurations.
Step 5:By executing steps 1 through 4 in an iterative fashion 200 times, the resulting average values ofNPCR

andUACI are subsequently presented in table 6.
One can see that the test results are all close to the ideal value. Furthermore, test image ‘IMG1’ is used to

measure the key sensitivity in encryption and decryption process, and the simulation results are shown in
figure 7. Figures 7(a) through (g) depict the encrypted images, labeled sequentially as En1 toEn7, respectively,
utilizing distinct encryption keys ranging from key1 to key7. Subsequently, figures 7(h) to (n) present the
corresponding histograms for each of these encrypted images. Figures 7(o) through (t) gvisually represent the
pixel-wise differencemaps, specifically |En2− En1|, |En3− En1|, |En4− En1|, |En5− En1|, |En6− En1| and |
En7− En1| respectively. Furthermore, figures 7(u) to (z) present the corresponding histograms for these
differencemaps, offering a quantitative assessment of the distribution of pixel differences across the images.
Ultimately, we proceed to decrypt the cipher image E1 utilizing each of the seven encryption keys, ranging from
key1 to key7, resulting in six decrypted images, which are presented infigures 7(aa) to (ag). Notably, it is evident
from the outcomes that only the application of the correct key, among the seven, is capable of accurately
reconstructing the original image.

4.5.2. Plaintext sensitivity
The proposed PRCFM leverages the inherent sensitivity of hash algorithms to input variations, ensuring that
even the slightestmodification in the original image triggers a substantial alteration in the hash output. In our
scheme, the hash output serves as the cornerstone for encrypting the initial pixel, with the resulting encrypted
value subsequently utilized to derive the keystreamD. Consequently, any alteration to either the first pixel or the
keystreamD triggers a profound transformation in the overall encryption outcome. The detailed procedure for
conducting plaintext sensitivity analysis usingNPCR andUACI is as follows:

Step 1:A subset of keys was randomly sampled from the defined key space, which is denoted
as key x x r r ke N1 , , , , ,0 0 1 2 0= ¢( )

Step 2:Utilizing equation (20), a subtle adjustmentwas applied to a pixel within the original imageP,
yielding amodified version denoted as P¢.

Pixel x y Pixel x y, mod , 1, 256 20= +( ) ( ( ) ) ( )

Step 3:Both the original imageP and itsmodified counterpart P¢were encrypted utilizing identical key sets
key1 to produce their respective ciphertext images.

Step 4:Utilizing equation (18), the numerical values of theNPCR andUACImetrics were derived for
analysis.

Table 6.NPCR andUACI results of key sensitivity analysis.

Image Index x0 + 10−15
x 100

15¢ + - r1 + 10−15 r2 + 10−15 ke + 1 N0 + 1

IMG1 NPCR 99.6035 99.6140 99.6101 99.6025 99.6001 99.6181

UACI 33.4627 33.4325 33.4509 33.4701 33.3979 33.3952

IMG2 NPCR 99.6103 99.5970 99.6131 99.6192 99.6095 99.6213

UACI 33.4588 33.4197 33.4975 33.4794 33.4714 33.4926

IMG3 NPCR 99.6230 99.6123 99.6142 99.6140 99.6065 99.6110

UACI 33.4933 33.4673 33.4655 33.4681 33.4722 33.4543

IMG4 NPCR 99.5908 99.6114 99.6260 99.6098 99.5974 99.5968

UACI 33.4535 33.4869 33.4626 33.4808 33.4707 33.4657
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Step 5:Weexecuted steps 1 through 4 in an iterative fashion, repeating the process a total of 200 times.
Subsequently, we computed the average values ofNPCR andUACI. As table 7 shown, the outcomes confirm that
the PRCFMarchitecture exhibits a remarkable capability to ensure high plaintext sensitivity.

4.6. Encrypted time analysis
In scenarios involving resource-constrained platforms or requiring real-time encryption, the adoption of a
cryptosystem featuring low time complexity becomes paramount. Our proposed encryption scheme addresses
this need by incorporating a streamlined encryption process that encompasses a solitary round of permutation-
diffusion operation. The consumption time for encrypting the test image ‘IMG1’with the size of 512× 512 in

Figure 7.Key sensitivity in encryption process and decryption process.

Table 7.NPCRandUACI results of plaintext sensitivity analysis.

Image IMG1 IMG2 IMG3 IMG4 Average

NPCR(99.6094) 99.6075 99.5996 99.6052 99.6081 99.6051

UACI(33.4635) 33.4313 33.4760 33.4214 33.4523 33.4452
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MATLAB programming environment is 0.2854s. Obviously, our scheme has a significant advantage in terms of
speed.

4.7. Robustness against noise attack and occlusion attack
When transmitting encrypted data over a public channel, it becomes vulnerable to diverse forms of noise
interference or deliberate tampering, posing significant challenges to the integrity of the transmitted
information. As a result, the design of image cryptosystems necessitates the incorporation of robustmechanisms
that canwithstand noise attacks and occlusion attacks. Infigure 8, the initial row shows the encrypted image
‘IMG1’ , subjected to a diverse array of noise patterns with varying intensities. The subsequent rowdepicts the
corresponding decrypted images. Subsequently, figure 9 presents a scenariowhere portions of varying sizes are
excised from the encrypted ‘IMG1’ image, and the resultant decrypted images are graphically represented in the
second row. To quantitatively assess the quality of these decrypted images, we employ the PSNRmetric, with the
results tabulated in table 8. Notably, our proposed scheme demonstrates robust resilience against both noise
attacks and occlusion attacks, as evidenced by the results presented.

5.Discussion

In this section, we delve into the advantages and limitations of ourwork, followed by a discussion of potential
futurework. To substantiate the superior encryption performance of our proposed algorithm, we conduct a
comparative analysis, juxtaposing our proposed scheme against an array of comparable PRIEmethodologies.
We employ themedical image designated as ‘IMG1’ as the benchmark test image, ensuring a level playing field
by executing all encryption techniqueswithin an identical platform environment. The comparison analysis
results aremeticulously presented in table 9, offering a quantitative assessment of the performance differentials.
Overall, one-time-pad-like cryptosystems [31–34, 36], though capable of achieving commendable encryption
outcomes, exhibit significant limitations in terms of practical applicability owing to the exorbitant costs
associatedwith key distribution andmanagement. These systems falter when applied to video encryption or
real-time encryption scenarios, underscoring their constrained utility. In the case of other PRIE schemes, the
size of the encrypted image typically needs to be expanded, resulting in an escalation in bandwidth requirements
for image transmission and encryption time [27–29]. Notably, the approach presented in [30] demonstrates a
high plaintext sensitivity and good encryption effects; however, this heightened sensitivity also extends to the
ciphertext,making it susceptible to noise and occlusion attacks. Generally, ourwork demonstrates acceptable
performance in terms of encryption speed and security strength. Nevertheless, upon closer examination of
individual tests, particularly those assessing encryption speed and resilience against noise and occlusion attacks,

Figure 8.Robustness against noise: (a), (b) and (c) are the encrypted images contaminated by salt and pepper noisewith 1%, 5%and
10%density respectively; (d)The encrypted images contaminated by speckle noisewith 0.1%density. (e)-(h) are corresponding
decrypted images.
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our scheme’s performance necessitates further refinement. Looking ahead, we envision optimizing the
plaintext-related diffusion framework, PRCFM, and exploring the feasibility of integrating parallel computing
paradigms into our encryption systems. These endeavors aim to augment encryption speed, thereby addressing
identified limitations and advancing the overall performance of our approach.

6. Conclusion

In this paper, we propose a novel one-dimensional chaoticmap, designated as 1D-SAM,which boasts a simple
structure while demonstrating commendable chaotic properties, validated through rigorous testing.
Subsequently, we introduce a groundbreaking plaintext-related diffusion architecture, PRCFM, designed to
achieve high plaintext sensitivity, thereby bolstering resilience against various powerful CPAs.

In contrast to existing plaintext-related image encryption frameworks, PRCFMoffers two distinct
advantages. Firstly, itmaintains a high degree of plaintext sensitivity while concurrently demonstrating
resilience against noise interference and occlusion attacks. Secondly, PRCFM refrains fromutilizing the hash
value of the original image as the secret keys, thereby circumventing the limitations of a one-time-pad-like
cryptosystem. Furthermore, the unique architecture of PRCFMensures that the recipient can accurately
reconstruct the original image, with the ciphertext image preserving identical dimensions to the original.
Building upon the strengths of 1D-SAMandPRCFM,we present a lightweightmedical image encryption
scheme that incorporates solely a single round of permutation-diffusion operation, optimizing for both security
and computational efficiency.

The outcomes of our simulations and comprehensive security analysis underscore the exceptional
performance of this scheme, demonstrating its prowess in both security and encryption speed. These findings
suggest the promising applicability of our proposedmethod for safeguarding sensitivemedical images,
addressing the pressing need for secure data transmission and storage in the healthcare sector.

Figure 9.Robustness against cropping attack: (a)–(d) are the encrypted images clipped to different degrees; (e)–(h) are the
corresponding decrypted images.

Table 8.Robustness against noise and occlusion attack analysis using PSNR.

Index Figure 8(e) Figure 8(f) Figure 8(g) Figure 8(h) Figure 9(e) Figure 9(f) Figure 9(g) Figure 9(h)

PSNR 27.2303 20.2620 17.3397 18.4414 27.1174 19.3889 19.4513 16.5624
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Table 9.Comparison analysis result of correlation schemes.

Algorithm
Correlation coefficients

Information time(s) NPCR UACI Key Comments

H V D entropy space

Proposed 0.0021 −0.0006 0.0036 7.9993 0.2854 99.6075 33.4313 2217 Exceptional performance in security and encryption efficiency

[27] −0.0006 0.0038 −0.0018 7.9994 0.9256 99.6099 33.4511 2170 Expanded encrypted image size

[28] 0.0024 0.0071 0.0043 7.9991 3.3449 99.6170 33.4828 2305 Expanded encrypted image size and long execution time

[29] 0.0010 −0.0062 0.0068 7.9993 0.5043 100 33.4653 2227 Expanded encrypted image size

[30] −0.0006 0.0036 −0.0016 7.9978 0.1158 99.6171 33.5426 2126 Low robustness against noise attack and occlusion attack

[31] 0.0105 0.0105 0.0087 7.9992 3.048 99.6210 33.4379 2115 One-time-pad-like cryptosystem and long execution time

[32] 0.0017 0.0018 0.0039 7.9991 0.4990 99.6104 33.4749 2325 One-time-pad-like cryptosystem

[33] −0.0015 0.0018 0.0054 7.9992 0.7386 99.6209 33.4107 2327 One-time-pad-like cryptosystem

[34] −0.0006 -0.0066 −0.0017 7.9993 0.4011 99.6338 33.4303 2227 One-time-pad-like cryptosystem

[36] 0.0002 −0.0017 0.0020 7.9984 0.6011 99.6002 33.4454 2348 One-time-pad-like cryptosystem
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